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Abstract
Container orchestration with Kubernetes has become essential in
modern software engineering. Graduates are increasingly expected
to demonstrate proficiency in its deployment and operation. Yet
educational institutions face barriers when adopting Kubernetes in
their curricula. Cloud-hosted solutions raise concerns around data
privacy, cost predictability, and vendor independence. Self-hosted
on-premise solutions seem complex and require in-depth expertise
to operate.

This experience report presents the journey of deploying and
evaluating a multi-node on-premise Kubernetes cluster in a project-
based software engineering course at the Technical University of
Munich over two semesters. First, this paper outlines and compares
on-premise Kubernetes components and deployment options in
light of the constraints of software engineering education. Based
on this analysis, the paper details a deployment employing RKE2,
Ansible, and Rancher and provides tangible recommendations.

Second, this experience report evaluates the deployment in three
real-world projects developed in an industry-academia collabora-
tion. These projects involved students with minimal prior Kuber-
netes experience. Key observations reveal that (1) novice students
can effectively deploy containerized applications on on-premise
Kubernetes with minimal introductory guidance, (2) the opera-
tional overhead for administrators proved lower than traditional
VM-based deployments, and (3) students successfully manage mi-
croservice architectures with moderate ongoing support. The expe-
rience demonstrates that carefully designed on-premise Kubernetes
deployments can bridge the gap between educational constraints
and industry requirements.

CCS Concepts
• Applied computing → Education; • Software and its engi-
neering→ Software system structures.
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1 Introduction
Modern software engineering education increasingly requires hands-
on experience with container orchestration technologies, particu-
larly Kubernetes1 [38]. These skills have become essential to pre-
pare graduates for industry roles. Educational institutions seek to
integrate Kubernetes into their curricula. This integration bridges
the gap between theoretical computer science education and practi-
cal industry requirements [12, 21, 33]. However, providing students
with authentic, industry-relevant infrastructure for learning Kuber-
netes presents significant challenges.

While cloud-hosted Kubernetes services like Amazon EKS, Google
GKE, or Azure AKS simplify deployment and management, they
introduce barriers for educational contexts. The Uptime Institute
survey shows that 48% of organizations run workloads on-premise
in 2023 [13], with some organizations even shifting workloads back
from the cloud in a trend known as cloud repatriation [19, 30].

Organizations choose on-premise Kubernetes deployments for
various reasons. These include data security and compliance re-
quirements in regulated industries [2, 28], cost considerationswhere
cloud expenses become substantial [16], infrastructure control re-
quirements, vendor lock-in avoidance [37], and low-latency require-
ments for edge computing scenarios [4]. Educational institutions
face similar constraints. They also require cost predictability for
multi-semester courses and control over sensitive student data.
On-premise deployments also expose students to infrastructure
challenges abstracted away by managed cloud services, providing
an authentic experience with deployment patterns encountered
across diverse industry contexts.

However, deploying and managing multi-node on-premise Ku-
bernetes clusters presents technical challenges. Unlike single-node
setups or cloud-managed services, multi-node on-premise deploy-
ments require expertise in infrastructure provisioning, network
configuration, and storage management that may exceed available
institutional resources [9, 27]. Administrators must balance provid-
ing industry-relevant infrastructure with maintaining usability for
students and minimizing operational overhead for staff.

This experience report addresses these pedagogical and practical
challenges of deploying and evaluating on-premise Kubernetes in-
frastructure for software engineering education. The report focuses
on three key aspects: making informed technical decisions within
educational constraints, minimizing operational overhead for teach-
ing staff, and ensuring accessibility for students with varying Ku-
bernetes experience levels. The primary contributions provide ac-
tionable guidance for educators considering similar deployments:
(1) comparison of on-premise Kubernetes deployment approaches

1Cloud Native Computing Foundation Annual Survey 2023: https://www.cncf.io/
reports/cncf-annual-survey-2023/
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with rationales grounded in educational constraints, (2) compo-
nent selection guidelines addressing the tension between industry
authenticity and student accessibility, (3) a replicable deployment
architecture with automation tools developed specifically to reduce
operational overhead for resource-constrained educational envi-
ronments, and (4) pedagogical insights from real-world student
experiences, including both successful patterns and encountered
challenges. To ensure broad applicability across diverse institutional
contexts, the discussion scope is limited to free and open-source
software solutions.

The authors validated this approach in an industry-oriented soft-
ware engineering course at the Technical University of Munich
(TUM) over two semesters, where student teams with minimal
prior Kubernetes experience collaborated with industry partners
(Siemens AG and Interhyp AG) on real-world projects requiring
containerized deployments. The evaluation examines multiple di-
mensions of educational effectiveness, including: project success,
required instructional support, administrative overhead, and infras-
tructure reliability.

Results show that students with minimal Kubernetes background
successfully deployed microservice applications after a brief three
hour introduction workshop, administrative overhead proved com-
parable to traditional VM-based approaches, and the infrastructure
reliability met the demands of semester-long development projects.
We provide a replication package including Ansible roles, configu-
ration templates, and documentation to facilitate adoption by other
educational institutions at the end of this paper.

The remainder of this paper is organized as follows: Section 2 dis-
cusses related work on Kubernetes deployments in educational and
on-premise environments. Section 3 examines architectural consid-
erations for multi-node Kubernetes clusters in educational settings
and highlights deployment recommendations. Section 4 presents
the concrete deployment approach with component selection ra-
tionale and automation tools. Section 5 evaluates the proposed
architecture through a case study in a university software engi-
neering course and extracts the lessons learned. Finally, Section 6
summarizes key findings and provides actionable recommendations
for educators.

2 Related Work
Kubernetes is a broadly researched topic, and there is a wealth
of literature we build upon in this paper. This section focuses on
related work that (1) outlines the use in education and (2) addresses
the challenges of deploying andmaintainingmulti-node Kubernetes
clusters in on-premise environments.

De Smet et al. present a cloud-based JupyterHub platform run-
ning on Kubernetes for programming courses with automated grad-
ing [11]. Wang et al. describe a cloud-based DevOps learning plat-
form with guided exercises for containerization and orchestration
[38]. Spišaková et al. examine Kubernetes challenges in academic
environments, focusing on scheduling and multi-tenancy issues
[35]. Lui presents a K3s-based virtual lab platform for computing
education emphasizing security isolation [23]. The approach in
this study differs by providing direct on-premise cluster access for
authentic infrastructure experience while maintaining control over
resources and data.

Telenyk et al. compare the performance and resource utiliza-
tion of Kubernetes and its lightweight alternatives (MicroK8s, K3S)
in cluster lifecycle operations [36]. Prior work by Muddinagiri
et al. [26], Böhm and Wirtz [3], and Koziolek and Eskandani [20]
has focused on single-node Kubernetes deployments and light-
weight distributions like K3S andMicroK8s for testing and resource-
constrained environments. In contrast, we focus on multi-node
Kubernetes deployments and associated maintenance challenges in
on-premise environments.

Bryant et al. analyze various on-premise Kubernetes deployment
methods (kubeadm with Kubespray, OpenShift/OKD, Rancher),
highlighting trade-offs in resource requirements, flexibility, and
ease of use [9]. Ruiz et al. and Mondal et al. focus on optimizing
existing clusters for performance and quality of service [25, 32].
Dakić et al. develop specialized Kubernetes deployment methods
for high-performance computing workloads [10].

Mušić and Fortuna propose Kubitect, an open-source tool for sim-
plifying on-premise Kubernetes deployment in small, non-enterprise
environments using Terraform and Kubespray [27]. Packard et al.
describe deploying multi-node Kubernetes clusters on bare-metal
servers using kubeadm and MetalLB for scientific computing [29].
The work in this study builds upon these findings but focuses on
general-purpose deployment with detailed analysis of multi-node
on-premise challenges.

3 On-Premise Kubernetes Architecture
Considerations

This section provides an overview of available options for on-
premise Kubernetes deployments and their auxiliary components,
emphasizing their suitability for educational environments. The
selection of Kubernetes components impacts both the learning ex-
perience for students and the operational burden on teaching staff.
This section addresses considerations for selecting a Kubernetes
distribution, orchestrator, provisioning tools, and auxiliary systems
(networking, load balancing, storage) that balance three competing
educational priorities: industry authenticity (exposing students to
production-grade tools), student accessibility (minimizing complex-
ity barriers for learners), and administrative feasibility (reducing
setup and maintenance overhead for resource-constrained institu-
tions).

The discussion focuses on component options that meet the re-
quirements of the educational deployment context stated in Table 1.
These requirements emerged from the specific constraints and goals
of the educational deployment context. Institutional constraints
drove several requirements: the university’s data protection policies
mandate on-premise deployment for student project data, budget
limitations require exclusive use of free and open-source software,
and limited IT staff availability necessitates ease of maintenance.
We focus the discussion on multi-node deployments to support
larger student cohorts and provide an authentic scaling behavior.
This induces follow up requirements for secure cluster networking,
load balancing and high availability.

Pedagogical goals shaped additional requirements: each student
should be able to access the cluster using their existing university
credentials to minimize onboarding friction, and a graphical user
interface should be available to lower the entry barrier for students
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new to Kubernetes. Default Kubernetes API objects (e.g., Service
type LoadBalancer and Persistent Volumes) should be supported
to ensure that students learn transferable skills applicable across
different environments. The requirements follow the terminology
defined by Bradner [6].

Table 1: Scope of Requirements for On-Premise Kubernetes
Deployments

Requirement Description
On-Premise
Deployment

Kubernetes must support deployment on
bare-metal servers or VMs within on-
premise environments

Multi-node The cluster must consist of multiple nodes
Load Balancing Service type LoadBalancer for external ac-

cess must be supported
Network
Security

Cluster-internal traffic must be encrypted

High
Availability

The cluster must ensure high availability of
the control plane and cluster ingress

Access Control Users should be able to use existing login
credentials

Maintenance Setup and maintenance must be as easy as
possible

Persistent
Storage

Persistent storage solutions should be avail-
able

Cost / Licenses Only free and open-source software should
be used

User Interface A graphical user interface for cluster man-
agement should be available

Certain characteristics, while common in cloud-native environ-
ments, are not primary concerns for this on-premise deployment.
Elasticity, the ability to dynamically scale the number of nodes
based on demand, is typically a key feature of cloud-based Kuber-
netes but is not a strict requirement in this context.

3.1 Kubernetes Distributions
Selecting the appropriate Kubernetes distribution is crucial for
ensuring an efficient, secure, and maintainable on-premise deploy-
ment in educational contexts. Various Kubernetes distributions
provide different features, optimizations, and levels of complex-
ity [9, 36]. The distribution choice directly impacts both student
learning experiences and administrative workload. Ease of deploy-
ment affects the time investment required from administrators to
establish and maintain the infrastructure. API compatibility with
upstream Kubernetes ensures that students learn transferable skills
applicable across different environments rather than distribution-
specific peculiarities.

Security and compliance features matter for educational institu-
tions managing student data under privacy regulations. Long-term
maintainability influences the sustainability of the infrastructure
across multiple semester cohorts. As one of the core requirements
for this deployment is to use only free and open-source software,
commercial distributions like OpenShift, Mirantis, or VMWare

Tanzu were not considered. Several self-hostable Kubernetes distri-
butions suit multi-node on-premise environments, each catering to
different operational requirements. Table 2 summarizes the most
relevant options.

Table 2: Comparison of Kubernetes distributions for on-
premise deployments

Name Description
Vanilla
Kubernetes

The upstream Kubernetes project, maintained by
the Cloud Native Computing Foundation (CNCF)

RKE2 A single-binary security-focused distribution opti-
mized for regulatory compliance and automated
installation, maintained by Suse Rancher Labs

k3s A single-binary lightweight Kubernetes distribu-
tion designed for resource-constrained environ-
ments also developed by Suse. k3s is focused on
edge computing and IoT applications but can also
be used for on-premise clusters

K0s A Kubernetes distribution optimized for edge com-
puting and IoT applications, focusing on simplicity
and minimalism maintained by Mirantis

MicroK8s A Canonical-maintained Kubernetes distribution,
optimized for easy installation and local develop-
ment

Vanilla Kubernetes, maintained by the CNCF, offers broad API
compatibility but demands extensive manual configuration of con-
trol plane components, etcd, and kubelet [9], making it less suit-
able for resource-constrained educational environments prioritizing
ease of deployment.

RKE2 is a security-centered Kubernetes distribution, providing
a lightweight yet fully compliant option focused on security and
compliance. It uses a server-agent architecture where the server
runs the control plane, etcd, kubelet, etc - and agents function as
worker nodes. Its design optimizes automated installation and regu-
latory compliance, suiting on-premise deployments with stringent
security needs.

MicroK8s, K0s, and k3s cater to resource-constrained settings
like edge computing or IoT, utilizing a server-agent approach simi-
lar to RKE2. They operate as a single binary across x86 and ARM
platforms, offering flexibility for diverse hardware setups. While
MicroK8s allows multi-node clustering for production, it primarily
supports straightforward local development and testing. Its installa-
tion on Linux via snap may not suit all distributions, yet it features
native GPU support and optional enterprise support. K3s focuses
on edge computing, CI, and IoT applications but remains viable
for low-overhead on-premise deployment. K0s is also optimized
to be used in production environments for bare metal and edge
computing use cases.

Recommendation 1: RKE2 balances industry authenticity and
administrative feasibility for institutions with limited IT staff
and data protection requirements. Automated installation reduces
setup time while maintaining full Kubernetes API compatibility
for industry-transferable skills.
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3.2 Kubernetes Orchestrators and Provisioning
Tools

Installing Kubernetes on multiple nodes by hand is time-consuming
and error-prone. Kubernetes orchestrators and provisioning tools
automate the deployment and management of Kubernetes clusters,
simplifying the process and ensuring consistency. In addition to
the installation process, orchestrators may manage the lifecycle
of the cluster, including scaling, upgrading, access control, and
monitoring.

Table 3: Kubernetes orchestration and provisioning tools

Tool Description
kubeadm A Kubernetes-native tool for bootstrapping clus-

ters, kubeadm is part of the Kubernetes project
and the official way to create a vanilla cluster

Kubespray A community-driven Kubernetes cluster configu-
ration management tool, Kubespray is based on
Ansible and supports multiple cloud providers and
on-premise environments

Rancher Rancher is a complete software stack for teams
using Kubernetes, providing a web UI to adopt,
create and manage clusters

Ansible A configuration management tool that is used to
configure hosts declaratively

Specific
Installer

Some Kubernetes distributions provide their own
installation tools that manage the deployment pro-
cess

Kubeadm initializes control plane components but requires man-
ual networking and storage configuration, offering flexibility at the
cost of high setup complexity.

Kubespray automates multi-node deployment using Ansible
playbooks with built-in high availability and security, reducing
setup complexity while requiring substantial Kubernetes knowl-
edge.

Rancher is an enterprise-ready Kubernetes management plat-
form that simplifies cluster deployment and operations. It allows
automatic setup of RKE2-based clusters. Rancher provides a graphi-
cal user interface (GUI) with multi-cluster management capabilities,
enabling administrators to create, manage, andmonitormultiple stu-
dent clusters from a unified dashboard. Key features for educational
scaffolding include centralized access control across all managed
clusters and project-level role-based access control (RBAC) that
enables fine-grained permission management for different student
groups.

This combination allows administrators to efficiently provision
isolated environments for individual students or teams while main-
taining appropriate access levels. Rancher also integrates secu-
rity policies and automated upgrades, making it well-suited for
large-scale educational deployments. Rancher runs in a Kubernetes
cluster itself, which simplifies its deployment, but its installation
requires a running Kubernetes cluster first.

Ansible is an infrastructure automation tool that may be used
to provision and configure Kubernetes clusters. It allows users
to define declarative infrastructure-as-code definitions, ensuring

repeatable and consistent deployments. Ansible appears here as pre-
built roles and playbooks are available for Kubernetes deployment,
making it a popular choice for custom installations. For environ-
ments where Ansible is already in use, it may be the preferred
choice for Kubernetes deployments.

Some Kubernetes distributions provide their own installers to
streamline deployment. K0s offers a set of tools to deploy its single-
binary Kubernetes nodes without requiring extensive configuration.
MicroK8s, installs via snap, making it accessible for developers and
small-scale deployments.

Recommendation 2: Combine Ansible with Rancher for educa-
tional deployments. Ansible enables reproducible infrastructure-
as-code deployments. Rancher’s GUI reduces the learning curve
for novice students through visual cluster state feedback.

3.3 High Available Control Plane
The control plane of a Kubernetes cluster is responsible for manag-
ing the cluster state, scheduling workloads, and maintaining com-
munication between nodes. Ensuring high availability of the control
plane is essential for maintaining cluster stability and resilience
against failures. The foundation for a highly available control plane
is a redundant cluster database (etcd for most Kubernetes distri-
butions). Other control plane components (API server, scheduler,
controller manager) must also be deployed onmultiple nodes. These
constraints are unique to the Kubernetes distribution and orches-
trator used. The remaining challenge is to ensure a highly available
API endpoint for clients to connect to the control plane. There
are several approaches to ensure transparent failover between the
control plane nodes, outlined in Table 4.

Table 4: Approaches for ensuring control plane high avail-
ability

Approach Description
DNS RR DNS round-robin to distribute requests across mul-

tiple control plane nodes [7, 18]
Load
Balancer

A cluster external load balancer distributes incom-
ing requests across multiple control plane nodes

Virtual IP A virtual IP is assigned to the control plane nodes,
allowing clients to connect to the cluster using a
single IP address. If one of the control plane nodes
fails, the IP is reassigned to another node inter-
nally.

DNS round-robin distributes requests across control plane nodes
but lacks immediate failover mechanisms. External load balancers
provide flexible traffic distribution but require additional infrastruc-
ture and introduce operational complexity. Virtual IP (VIP) using
Kube-VIP assigns a single IP that automatically reassigns on node
failure using ARP [1] or BGP [31], running within the cluster to
simplify setup and maintenance.

Recommendation 3: Use Kube-VIP for virtual IP-based high
availability. It operates within the cluster, reducing administrative
overhead while demonstrating industry-standard control plane
reliability practices.
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3.4 Cluster Networking and Load Balancing
Networking in Kubernetes is fundamental for enabling commu-
nication between pods, services, and external clients. Kubernetes
networking follows a flat network model, where every pod is as-
signed a unique IP address and can communicate with other pods
without the need for Network Address Translation. However, the
implementation details vary depending on the selected container
networking interface (CNI) plugin and the method used for external
load balancing. Several CNI plugins exist, each catering to differ-
ent operational and security needs. This section focuses on three
popular options listed in Table 5.

Table 5: Container Network Interface plugins for Kubernetes

Plugin Description
Flannel A simple and lightweight overlay network primarily

using VXLAN to encapsulate traffic between nodes.
Calico A policy-driven networking solution that supports

both overlay and non-overlay modes.
Cilium A modern networking plugin built on eBPF, offer-

ing advanced observability, security enforcement, and
high-performance networking.

Flannel is a straightforward overlay network that encapsulates
traffic between nodes using VXLAN, providing a simple and light-
weight solution for Kubernetes networking. It is well-suited for
environments where minimal configuration and ease of use are
essential, offering a balance between performance and simplicity.

Calico is a policy-driven networking solution that supports both
overlay and non-overlay modes, providing flexibility for different
deployment scenarios. Calico offers built-in network policies that
enable fine-grained security controls and encryption channels for
cluster traffic, making it ideal for environments requiring strict
security enforcement and access controls.

Cilium is a modern networking plugin built on eBPF, offering ad-
vanced observability, security enforcement, and high-performance
networking. It provides deep packet inspection and security moni-
toring capabilities, making it suitable for environments with strin-
gent security requirements and performance-sensitive workloads.

Recommendation 4: Calico balances security and operational
overhead for institutions with data protection requirements. En-
crypted overlay networks satisfy data protection policies; network
policies enable students to learn production-grade security con-
cepts.

Beyond the CNI plugin handling internal cluster traffic, a com-
ponent supporting the ServiceType LoadBalancer is required to
natively expose services to external clients. While cloud providers
offer managed load balancers, on-premise deployments require
additional tools to manage external traffic distribution. The most
common solution for this is MetalLB, a software load balancer that
integrates with Kubernetes and provides Layer 2 and Layer 3 load
balancing capabilities. MetalLB can be configured to use either ARP
[1] or BGP [31] to announce service IPs to the network, allowing
external clients to access services running within the cluster.

Recommendation 5: Use MetalLB for LoadBalancer service
support in on-premise deployments. It provides cloud-equivalent
abstractions ensuring industry transferability. Layer 2 mode
(ARP/NDP) requires minimal network configuration while ex-
posing students to production patterns.

3.5 Storage
Kubernetes offers native abstractions for persistent storage in the
form of Persistent Volumes (PVs) and Persistent Volume Claims
(PVCs). These abstractions allow users to request storage resources
and dynamically provision them based on predefined storage classes.

Storage solution selection presents a particularly complex deci-
sion point for an educational on-premise Kubernetes deployment.
Operational considerations matter significantly: complex storage
solutions may exceed available IT staff expertise or time budgets,
while other solutions may have negative impact on storage perfor-
mance.

Educational institutions face a strategic choice between lever-
aging existing storage infrastructure versus deploying Kubernetes-
native storage solutions. Institutions with established storage in-
frastructure (NFS, iSCSI, Ceph) can integrate these systems via
Container Storage Interface (CSI) drivers, avoiding the operational
overhead of managing additional storage systems while potentially
sacrificing some Kubernetes-native storage features. Institutions
without existing storage infrastructure must deploy storage solu-
tions specifically for Kubernetes, accepting additional operational
complexity in exchange for tighter integration with Kubernetes
abstractions.

This section examines both approaches, focusing on the storage
solutions listed in Table 6.

Table 6: Storage solutions for Kubernetes persistent volumes

Solution Description
Rook A Kubernetes-native storage orchestrator that au-

tomates the deployment and management of Ceph
Longhorn A lightweight, cloud-native distributed block stor-

age system designed for Kubernetes
OpenEBS A container-native storage solution offering dif-

ferent storage engines, including local persistent
volumes and replicated storage across nodes

For Kubernetes-native distributed storage, several options exist
with different complexity-capability trade-offs. Ceph represents
the mature, feature-rich end of the spectrum, offering high scal-
ability, redundancy, and performance characteristics suitable for
production enterprise workloads. Rook simplifies Ceph deployment
within Kubernetes through operator-based automation, though it
still requires significant expertise to configure and troubleshoot.
The operational complexity of Rook/Ceph may exceed the capac-
ity of educational IT staff, particularly when storage issues arise
requiring deep system knowledge to diagnose.

Longhorn andOpenEBS cater to smaller-scale deploymentswhere
lightweight storage management and minimal administration over-
head are priorities. These solutions reduce operational complexity
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compared to Ceph while providing adequate functionality for typ-
ical educational workloads. All Kubernetes-native solutions use
node local storage to build distributed storage systems, meaning
storage performance and capacity depend on the node hardware
provisioned for the cluster. For educational deployments, this ap-
proach requires either dedicating storage-optimized hardware or
accepting storage performance limitations.

Alternatively, if external storage solutions already exist in the
institutional environment, Kubernetes can leverage these systems
via the Container Storage Interface (CSI). CSI provides a standard-
ized integration mechanism, allowing Kubernetes to utilize existing
storage infrastructure managed by experienced IT staff outside
the Kubernetes cluster. This approach separates storage operations
from Kubernetes cluster management, potentially reducing the ex-
pertise burden on those maintaining the Kubernetes infrastructure.
CSI drivers are available for various storage systems, including NFS,
iSCSI, and Ceph

From a pedagogical perspective, the storage choice is not as
important as the other components discussed in this section. The
Kubernetes abstraction of Persistent Volumes and Persistent Vol-
ume Claims remains consistent regardless of the underlying storage
solution. This is why we prioritize operational feasibility over ped-
agogical fidelity in the storage decision.

Recommendation 6: Leverage existing external storage via CSI
drivers when available to minimize operational overhead.
For institutions without existing storage, consider Longhorn as a
cluster-internal solution with low operational overhead.

4 On-Premise Kubernetes Deployment
This section presents the practical implementation of the on-premise
Kubernetes deployment. The deployment description documents
the technical architecture for replication and explains the rationale
behind specific choices to help educators adapt the approach to
their institutional constraints.

The selected component combination (RKE2, Ansible, Rancher,
Calico, external Ceph storage) reflects trade-offs specific to the in-
stitutional context: institutional data protection requirements, lim-
ited IT staff availability, budget constraints requiring open-source
solutions, and the need to support students with varying Kuber-
netes experience levels. Different institutions may face different
constraint combinations, requiring different component selections
while following similar decision-making processes outlined in the
previous section.

4.1 Target Environment
The deployment runs on a four-node Proxmox cluster at TUM with
high-performance hardware (AMD EPYC processors, 512GB RAM
per node, 4x10 Gbit networking). The deployment leverages existing
university infrastructure: centralized DNS/DHCP services, hosted
Ceph storage for persistent volumes, and dual-stack IPv4/IPv6 net-
working with floating IPs for high availability. IP resolution uses
ARP [1] and NDP [34] as BGP peering is unavailable. Based on the
analysis in Section 3, we selected components shown in Table 7.

Table 7: Selected Kubernetes Components

Component Selected Solution
Kubernetes Distribution RKE2 v1.27.9+rke2r1
Deployment Method Custom Ansible role
Management Rancher
Control Plane HA Kube-VIP v0.6.4
Networking Calico v3.26.3
Load Balancing MetalLB v0.14.5
Storage External Ceph via CSI

We developed a custom Ansible role2 to implement the RKE2-
based architecture defined in the previous section. This automation
eliminates manual configuration errors and enables consistent de-
ployments across multiple student cohorts. The combination of
automated deployment with Rancher GUI offers a good balance
of cluster configuration options and easy access for students. We
opted for Ansible as the deployment method to set up all clusters
similarly, including the Rancher management cluster which cannot
be deployed via Rancher itself.

The network infrastructure is realized using Calico, selected for
its advanced networking capabilities and security benefits. This
choice enables the assignment of both IPv4 and IPv6 addresses
to pods and services, ensuring compatibility with the dual-stack
environment. Additionally, Calico provides network policy features
that allow for fine-grained control over pod-to-pod communica-
tion as well as encrypted cluster traffic by default. MetalLB serves
as the load balancer implementation, operating in Layer 2 mode
using ARP/NDP announcements. It is configured to allocate two
public dual-stack IP pairs: one dedicated to the ingress controller
for HTTP/HTTPS traffic and one for additional services requiring
public IP accessibility.

The storage infrastructure utilizes the university’s Ceph clusters
through the Ceph CSI driver, providing reliable persistent storage
backed by an established infrastructure.

Based on these components, the deployment involves two clus-
ters: a Rancher management cluster and an application cluster. The
management cluster is responsible for managing the application
clusters, while the application cluster hosts the workloads.

4.2 Cluster Deployment
Rancher Management Cluster. The Rancher management clus-
ter consists of three VMs (4 vCPUs, 16GB RAM each) deployed
across different physical hosts for robustness. Deployment uses
the RKE2 Ansible role with all nodes serving as both control plane
and worker. The cluster uses NGINX ingress controller with cert-
manager for Let’s Encrypt TLS certificates. Rancher is installed
via Helm chart with custom values for dual-stack networking and
integrates with Keycloak for authentication using the university’s
identity management infrastructure.

Application Cluster. The cluster architecture can be instanti-
ated and scaled to support multiple application specific clusters. A
typical application cluster deployment requires approximately two
to three hours from initial VM provisioning to a fully operational

2https://github.com/Mtze/rke2-ansible

https://github.com/Mtze/rke2-ansible
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state with all components installed and configured. This cluster
design was instantiated as a dedicated downstream applications
cluster to be used by students to run their workloads.

A downstream cluster consists of three control plane nodes with
4 vCPUs / 12GB RAM, and a variable number of worker nodes,
depending on the workload requirements. For the application clus-
ter, the deployment uses five worker nodes, each provisioned with
8 vCPUs / 16GB RAM. The cluster deployment is also based on
the RKE2 Ansible role. After the base cluster is operational, it is
imported into Rancher using its generic cluster registration process.

The deployment provisions each application cluster with a stan-
dard set of components to provide essential functionality: The
cluster deploys the NGINX ingress controller for managing exter-
nal access to applications, along with cert-manager for automated
TLS certificate management. The external DNS system is config-
ured with a wildcard DNS subdomain entry, which points to the
ingress controller’s public floating IP address, allowing for dynamic
DNS updates for all services exposed through the ingress. Storage
provisioning utilizes the external Ceph cluster through the CSI
driver, defined as the default storage class. Cluster monitoring is
implemented using the Prometheus Operator deployed through
Rancher’s monitoring integration.

Rancher’s integration with Keycloak manages access control.
The system provides Rancher access on a project level, which are
mapped to Keycloak groups. This allows for a flexible and easy-
to-use access control mechanism, enabling the addition of new
students and groups without requiring changes to the Kubernetes
cluster configuration.

With this infrastructure deployed and operational, we conducted
a case study to assess the educational effectiveness and practical
feasibility of the on-premise Kubernetes approach.

5 Case Study - On-Premise Kubernetes in a
Project-based University Course

In this section, we present an experience report in the form of
a case study to evaluate the proposed on-premise Kubernetes ar-
chitecture in an educational-industrial collaboration setting. This
section describes the course environment and structure, and an-
alyzes the feasibility, usability, and required support effort of the
architecture through a mixed-methods approach. The evaluation
is based on three student projects conducted in cooperation with
industry partners, providing insights into the practical application
of Kubernetes in real-world scenarios. This study is based on the
case study reporting guidelines from Martinsuo and Huemann [24].

5.1 Case Study Context
The authors conducted the evaluation in the context of the iPrak-
tikumproject-based course at TUMover the course of two semesters.
The iPraktikum is a project-based course where students work in
teams of 6-8 students on a project from industry partners [8]. The
evaluation involved 22 students across three project teams (one
team of 6 students and two teams of 8 students each). These part-
ners provide a problem statement and act as customers for the
project. The course organizers assemble student teams based on
preferences, skills, and team diversity criteria (Internationality, Gen-
der, Experience, etc.) [14, 15]. Each team is supported by an agile

coach and a project lead acting as scrum master and product owner
respectively.

Cross-cutting Workflows manage loosely coupled specialized
inter-team roles for deployment, UI/UX, and software architecture.
One student from every team is assigned to a workflow to foster
cross-team feedback and a knowledge transfer culture. Each work-
flow is supported by external experts in the respective domain to
give guidance and support. This course structure closely resembles
an agile matrix organization, where the teams are cross-functional
and self-organizing. The course provides students with a realistic
project experience and prepares them for industry careers by focus-
ing on soft skills, such as teamwork, communication, and project
management in addition to technical development skills.

5.1.1 Case Description. The authors conducted the case study in
three projects: two with Siemens AG as industry customer and one
with Interhyp AG as customer. Each project included the devel-
opment of a client-server application. The customers required the
server to be containerized and the client should be implemented
as an iOS application. Siemens required to use Kubernetes as part
of their problem statements. Interhyp did not have a Kubernetes
requirement but the students decided to use it for their deployment.
All teams used the same on-premise Kubernetes cluster but got
individual Rancher projects for their team. Team members accessed
Rancher using their university credentials. Within this Rancher
project, they were free to create namespaces and deploy their ap-
plications. The architecture and the deployment strategy for their
server implementation were designed by the students without ad-
ditional architectural constraints from the course organizers.

Students participated in a in a three hour Kubernetes workshop
at the beginning of the semester. The workshop covered the basics
of Kubernetes, such as Pods, Deployments, Services, Ingresses, and
Helm, as well as a transition strategy from Docker to Kubernetes.
The authors conducted the workshop and designed it to provide the
students with the necessary knowledge to develop their applications
on Kubernetes. Students were encouraged to use the Kubernetes
documentation and other resources to deepen their knowledge.

This setting provides a valid test environment to assess the
cluster functionality and usability through industry-focused team
projects with varied student experience levels [5], mirroring chal-
lenges faced by industry development teams [17].

5.1.2 Research Objectives. The evaluation assesses architecture fea-
sibility, identifying challenges and benefits through five research
questions: RQ1: Is the suggested Kubernetes architecture working
as expected in a real-world scenario? RQ2: Is the suggested Ku-
bernetes architecture accessible for novice students? RQ3: How
was the overall student experience with the Kubernetes architec-
ture? RQ4: How much support from experts is required to use the
on-premise Kubernetes cluster? RQ5: How much organizational
overhead is induced by providing on-premise Kubernetes clusters
compared to Docker or VM-based deployments?

5.1.3 Research Method. The evaluation uses a mixed-method ap-
proach with semi-structured interviews and team observations.
Post-project five interviews3 examined student experience with
Kubernetes, challenges faced, and required support, covering prior
3Interview questions contained in the reproducibility package
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experience, cluster usability, and overall reflections. The interviews
lasted 20-30 minutes each and were conducted by one of the au-
thors taking notes and later summarized in the results. Development
processes were observed throughout the semester, documenting
challenges and support requirements.

5.2 Project 1 - Siemens - Summer Term 2024
Students developed an AI-driven interface enabling natural lan-
guage interaction between factory workers and automated guided
vehicles (AGVs). The system transforms voice or text commands
intomachine-readable transport jobs, supporting factory jargon and
multiple languages to increase adaptability and user-friendliness in
industrial logistics.

5.2.1 Application Architecture. The architecture (Figure 1) includes
an iOS application for speech-to-text conversion and chat interface,
communicating with a Transport Manager that interprets input
using LLM and factory data (layout, machine locations, jargon).
Transport jobs are sent to an AGV Manager for scheduling and then
to physical AGVs via an AGV Controller.

The Transport Manager, Factory Data, and AGV Manager com-
ponents run as deployments on the on-premise Kubernetes cluster.
Communication between the components is facilitated by Kuber-
netes services. The Transport AGVController component is deployed
on the physical AGV and communicates with the AGV Manager
component via anMQTT broker. The iOS application communicates
with the Transport Manager component via a REST API exposed
via a Kubernetes Ingress.

5.2.2 Results. The team completed the project and deployed their
application on the on-premise Kubernetes cluster.

Observations show that the students used only basic Kubernetes
features such as Deployments, Services, and Ingresses. They strug-
gled in the beginning to understand the Kubernetes concepts, and
it took them some time to get an initial deployment working. The
students used Helm to package their application and to deploy it
for production use, but also used it to create separate test environ-
ments. They set up continuous integration to build all container
images but did not set up continuous deployment. The team success-
fully accessed the cluster and used the Rancher UI without issues.
Students successfully used kubectl for deployment and debugging
after initial onboarding. After the initial setup, the team used the
deployment strategy regularly to deploy new versions or variants
of their application.

Two students from the team were interviewed after the project
was completed. The students reported minimal prior Kubernetes
experience and indicated that the workshop provided sufficient
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Figure 2: Deployment Diagram of the Interhyp Project
2024/2025

foundational knowledge to begin development. Students indicated
in interviews that the workshop duration was insufficient, specifi-
cally requesting more comprehensive coverage of debugging and
troubleshooting techniques. Initial deployment encountered per-
mission issues with Ingress resources, which course organizers
resolved promptly. Interview data revealed that students used the
Rancher UI for cluster state visualization but primarily relied on
kubectl for deployment and debugging operations. Both students
reported satisfaction with the on-premise Kubernetes cluster per-
formance and reliability, expressing willingness to use it for future
projects based on observed usability after initial setup. One student
reported that cluster interaction patterns were indistinguishable
from cloud provider experiences.

5.3 Project 2 - Interhyp - Winter Term 2024/2025
Students developed HOMEvision, a smart real estate assistant com-
bining natural language processing with AR visualization. An LLM
translates user descriptions into search parameters, analyzes soft
criteria (quiet surroundings, accessibility), and presents results
through Apple Vision Pro or iPad AR interfaces.

5.3.1 Application Architecture. The architecture of the Interhyp
project is shown in Figure 2. They developed a client-server appli-
cation with a REST API as the communication interface. The client
application is a visionOS application that uses the REST API to com-
municate with the server. The golang-based server offers a unified
REST API to request data from the ThinkImmo Estate Search and
the Interhyp Data APIs and processes the responses using Google
Gemini and an external Financing Calculator to provide the user
with a personalized real estate search result.

They use one deployment and one service to run the Interhyp
Server component and an Ingress to expose the REST API to the
client application. Since their server implementation is stateless,
they scaled the deployment to multiple replicas to deal with higher
API load. The team decided against using Helm and applied their
configuration directly to the cluster using kubectl.

5.3.2 Results. The team completed the project and deployed their
application on the on-premise Kubernetes cluster. Observations
show that the team only used minimal Kubernetes features but
got their initial deployment working within a few hours without
any support from the course organizers. The only active support
required was to set up a custom DNS entry for their Ingress outside
the Kubernetes cluster and the corresponding TLS certificate.

One student from the team was interviewed after the project
was completed. The interviewed student reported no previous Ku-
bernetes experience and could not attend the workshop due to
scheduling conflicts. They used the workshop materials and the Ku-
bernetes documentation to get started. The student reported finding
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the Rancher UI challenging for troubleshooting but valuable for
visualizing changes performed via kubectl. Observations showed
the team encountered difficulties during initial setup, specifically
with Ingress configuration and TLS certificate management for
their REST API. They resolved the issue together with the course
organizers. After the initial setup, the team reported positive ex-
perience with the on-premise Kubernetes cluster, characterizing
deployment operations as straightforward. The student reported
that Kubernetes deployment proved less complex and more efficient
compared to Virtual Machine deployment in their experience.

5.4 Project 3 - Siemens - Winter Term 2024/2025
Students developed a connected environmental protection, health
management and safety (EHS) Assistant for real-time workplace
safety in industrial environments. The system integrates machine
data from Siemens Industrial Edge devices to detect and respond
to environmental, health, and safety hazards, warning workers of
potential dangers in dynamically changing factory settings.

5.4.1 Application Architecture. The architecture (Figure 3) includes
edge Event Handlers on machines translating sensor data into safety
events, forwarded to an Event Hazard Converter that evaluates
events based on worker preferences and produces warnings. A
Push Notification Gateway sends alerts to workers’ iOS devices,
while a Hazard Heatmap visualizes hazards on factory floor maps.

They used Helm to install the off-the-shelf component Supabase
to provide a database and authentication service for their appli-
cation. They also built a Helm chart for their own applications,
including the Push Notification Gateway and the Hazard Heatmap.
For both components, they used a Deployment and a Service to
run the application and expose it to the cluster. They deployed an
Ingress to expose the Hazard Heatmap to the client application.
To manage the application settings, they employed Kubernetes
ConfigMaps and Secrets.

5.4.2 Results. The team completed the project and deployed their
application on the on-premise Kubernetes cluster.

The resulting system is based on amicroservice architecture with
multiple components that communicate with each other, which is
well suited for a Kubernetes deployment. Observations showed the
team deployed their own components to the cluster efficiently with
minimal support. They used an off-the-shelf foundation (Supabase)
which offered a Helm chart for the deployment. The Supabase Helm
chart did not support dual-stack deployments, which resulted in
debugging challenges that students reported as difficult to resolve

independently. Instructor intervention was required to resolve the
deployment issues.

Two students from the team were interviewed after the project
was completed. Interview participants reported theoretical Kuber-
netes knowledge without prior practical experience. One student
attended the workshop and reported it provided adequate initial ori-
entation, though insufficient time for comprehensive understanding
of Kubernetes features. The other student was not able to attend but
used the workshop materials over the course of the semester. The
team used Rancher as their primary visualization tool but requested
more comprehensive introduction to its capabilities. The team re-
ported no difficulties with their own deployments but encountered
significant challenges with the Supabase Helm chart, comparing
it unfavorably to their prior Docker deployment experience. Inter-
view data indicated students preferred the Kubernetes deployment
over Virtual Machines, citing reduced deployment complexity and
faster iteration cycles. Both students expressed willingness to use
the on-premise Kubernetes cluster for future projects.

5.5 Discussion
Based on the case study experiences, this section analyzes the
research questions, examining successes and challenges to derive
pedagogical insights for educators considering similar deployments.

RQ1 The Kubernetes architecture demonstrated functional reli-
ability throughout both semesters, supporting three project teams.
Students utilized LoadBalancer services, Ingress resources, and
persistent storage without encountering on-premise-specific limi-
tations, developing deployment practices directly transferable to
cloud environments.

However, the dual-stack IPv4/IPv6 network configuration intro-
duced friction when students deployed third-party Helm charts.
The Supabase deployment in Project 3 assumed IPv4-only network-
ing, causing connectivity failures requiring instructor intervention.
This reveals a key trade-off: advanced configurations provide infras-
tructure authenticity but may introduce troubleshooting overhead
when intersecting with immature third-party software.

Lesson 1: The suggested architecture works as expected - all
required features were available to the students.

Lesson 2: Dual-stack networking increases authenticity but may
cause third-party software compatibility issues. Educators must
balance real-world complexity against troubleshooting overhead.

RQ2 The architecture demonstrated accessibility for students
with minimal prior Kubernetes experience. All participating stu-
dents deployed containerized applications, with the Rancher graph-
ical interface playing a crucial role during initial learning. Students
used Rancher for gaining situational awareness during deployment
failures and understanding resource relationships.

An interesting usage pattern emerged: students initially relied on
Rancher’s graphical forms but transitioned to kubectl and manifest
files as expertise developed, using Rancher primarily for monitoring.
This progression demonstrates Rancher’s effectiveness as learning
scaffolding that does not prevent adoption of command-line work-
flows.
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However, Kubernetes complexity did not disappear through
infrastructure design. The three hour workshop provided mini-
mal viable knowledge, but substantial learning occurred through
semester-long iterative deployment. Infrastructure design and graph-
ical tools reduce accessibility barriers but complement rather than
replace instructional scaffolding.

Lesson 3: Rancher reduces initial learning barriers through vi-
sual cluster state feedback. It serves as effective scaffolding for
developing Kubernetes mental models.

Lesson 4: Students naturally transition from graphical tools to
command-line workflows as expertise develops.

Lesson 5: With an initial introduction to Kubernetes, even novice
students can effectively use the on-premise Kubernetes cluster as
deployment target.

RQ3 Student experience with the on-premise Kubernetes clus-
ter proved positive, with all interviewed students expressing will-
ingness to use similar infrastructure for future projects. Students
particularly valued deployment reproducibility, enabling reliable
environment recreation and parallel test instances without manual
server configuration.

An unexpected pattern emerged: teams using Kubernetes con-
sistently maintained multiple parallel deployment environments
(development, testing, production), while VM-based deployments
in previous iterations typically used single shared environments.
Kubernetes’ declarative configuration reduced the perceived cost
of creating environments sufficiently that students organically
adopted professional multi-environment practices without explicit
requirement—a valuable implicit learning outcome.

Lesson 6: Declarative configuration reduces deployment effort,
enabling students to organically adopt multi-environment prac-
tices (dev/test/production) without explicit requirements.

Lesson 7: Even for simple application architectures where Ku-
bernetes is not strictly a necessity, students found Kubernetes to
be a good fit as deployment target.

RQ4 Required support proved moderate: the workshop provided
minimum viable onboarding to enable students to begin work,
though it was not optimal—students reported insufficient time for
deeper understanding of debugging and troubleshooting. Despite
this limitation, students asked only occasional questions about best
practices and solved most issues independently after initial setup,
requiring less continuous support than expected.

Lesson 8: Successful Kubernetes integration requires structured
initial instruction, but students achieve substantial self-sufficiency
for routine deployment operations after this foundation.

RQ5 Organizational overhead proved lower than VM-based de-
ployments. While initial cluster setup is comparable to per-team
VM provisioning, Kubernetes reduces ongoing support burden as

students leverage standard documentation rather than institution-
specific configurations. Kubernetes competencies also provide greater
industry transferability than specialized VM setups.

Lesson 9: The initial setup of the on-premise Kubernetes cluster
following the architecture takes two to three hours.

Lesson 10: Kubernetes requires higher initial investment in au-
tomation and onboarding than VM deployments, but reduces on-
going operational overhead through standardization and student
self-sufficiency.

This experience report acknowledges several limitations. First,
the study did not investigate elasticity features such as auto-scaling
or dynamic node provisioning, focusing instead on pre-provisioned
infrastructure with fixed resource allocation. Second, the case study
was limited in scale, involving only three projects over two semesters
with a moderate number of participants, all categorized as juniors
in terms of industry experience. Third, the evaluation was con-
ducted in a single institutional context with specific infrastructure
constraints and may not represent the diversity of educational en-
vironments. Finally, all findings are anecdotal based on qualitative
observations and interviews, lacking quantitative metrics for per-
formance, cost, or learning outcomes, and may not generalize to
other educational contexts or student populations.

6 Conclusion
This paper examines open-source options for production-grade
on-premise Kubernetes deployments and introduces an architec-
ture prioritizing maintainability and accessibility for educational
contexts. The case study demonstrates viability using an RKE2-
based deployment with automated provisioning, enabling students
with minimal prior experience to successfully deploy containerized
applications.

Future work includes: publishing workshop materials to support
educator adoption, investigating automated elasticity for resource
optimization, and expanding evaluation to industry settings for
broader applicability validation.

Replication Package
The authors provide a replication package including Ansible roles,
configuration templates, and documentation to facilitate adoption
by other institutions [22]. The replication package is available on-
line4.
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